The fingerprint template which corresponds to the phase distributions (PDs) 
Introduction
Individual recognition using the biological information has been recently increasing everywhere, for example, in the automatic logging into a PC, the immigration at the airport, and so on. In particular, the fingerprint recognition system has been widely used because of its high reliability and reasonable price [1] .
In general, the enrolled fingerprint images are stored as templates in the database referred in the fingerprint recognition process. The information of the templates should be hidden to keep individual biological information secret. Many methods have been recently proposed, for example, the biometric cryptosystems [2] - [5] , cancellable fingerprint templates [6] - [10] , and so on. However, in these methods, since the minutia-based templates are basically used, the recognition accuracy tends to become low in comparison with that of the image-based templates.
In order to realize the fingerprint templates with high recognition accuracy and high robustness against attacks, we have proposed a new method for generating templates by use of the intensity distributions of the 1D fractional Fourier transforms (FRTs) [11] of original fingerprint images [12, 13] . In our method, the FRTs with different transforms' orders are applied to the 1D data extracted from the 2D original fingerprint image in a specific direction. However, there might be a possibility that the FRT's order in each line of the fingerprint image is revealed, because the extent of the intensity FRT is dependent on the FRT's order.
In this paper, to solve this problem, we propose the fingerprint templates generated by the DFSTs, and indicate the accuracy of the fingerprint recognition by use of the proposed templates. Specifically, first, we compare the amplitude distribution (AD) and PD of the discrete FRTs (DFRTs), the discrete fractional cosine transforms (DFCTs) [14] and the DFSTs [14] of the fingerprint image, and decide the most appropriate distribution and transform used in the generation process of the proposed fingerprint templates. Next, we evaluate the recognition accuracy of the generated fingerprint templates from the viewpoints of the ROC curve, which denotes the relationship between the false acceptance rate (FAR) and the false rejection rate (FRR), and the MER, where the FAR and the FRR take the same value [15] . In the analysis, the effects of the misalignment in the recognition process are not considered. Finally, we quantitatively analyze the robustness of the templates.
DFRT, DFCT and DFST
The FRT [11] , which is regarded as the generalization of a conventional Fourier transform (FT), was introduced by Namias to solve the problem of a harmonic oscillator in quantum mechanics in 1980 [16] . The FRT of 1D input data u(x) is defined as [11] 
, p being the FRT's order, and s is a constant. When p takes a value of 4n+1, n being an integer, the FRT data ) ( p p x u corresponds to the conventional FT data. Equation (1) can be easily calculated numerically by a computer [17] or realized experimentally by an optical system composed of a lens and a laser [18] .
In general, the DFRT can be expressed in terms of a combination of the DFCT and the DFST, and given by [14] 
where p denotes the FRT's order, the FCT's order and the FST's order simultaneously. We call p the transform's order in the following. Figure 1 shows two examples of the fingerprint images with 256 by 256 pixels and 500 dpi, which are extracted from the center of the ones used in the Finger Verification Contest held in 2002 (FVC2002) [1] . In order to decide the appropriate templates, we performed the DFRTs, the DFCTs and the DFSTs in the transverse lines (blue lines) of the extracted fingerprint images shown in Figure 1 . However, the transforms' orders were changed uniformly and randomly in different transverse lines of the image. In Figure 1( Figure 1 (b), q is used to express the transforms' orders in place of p.
Method for generating fingerprint templates
As an example, we changed the transforms' orders, p i , uniformly and randomly between 0.7 and 1.0, i.e., 0 . Figure 1 (a) and obtained six templates. Figures 2(a) , 2(c) and 2(e) are the amplitude distributions (ADs) of the DFRTs, the DFCTs and the DFSTs, respectively. In addition, Figures 2(b), 2(d) and 2(f) are the phase distributions (PDs) of the DFRTs, the DFCTs and the DFSTs, respectively. From these figures, it was found that the volume of data of the DFCTs or the DFSTs is about a half of that of the DFRTs. In addition, the PDs look like random patterns in comparison with the ADs. Therefore, as the fingerprint templates, the PDs of the DFCTs, i.e., Figure 2 
Comparisons of templates generated by the DFRTs, the DFCTs and the DFSTs
We generate the ADs and PDs of the DFRTs of two extracted fingerprint images with 256 by 256 pixels, and compare the peak value (PV) of the NCF between the two ADs with that of the NCF between the two PDs. The PV of the NCF is defined as
where D 1 and D 2 denote the generated two ADs or two PDs, and M and N are 256. Similarly, for the DFCTs and the DFSTs, we compare the PVs of the NCFs. In Equation (3), M is 256, but N is 129 for the DFCTs and 127 for the DFSTs. In addition, we analyze the behavior of the PVs by changing the variation ranges of p i and q i . Finally, we decide the appropriate distribution (ADs or PDs), the appropriate transform (DFRTs, DFCTs, or DFSTs) and the appropriate variation ranges of p i and q i to generate the most appropriate templates.
In case of two same fingerprint images, but the transforms' orders are different between the two images (
First, we considered the case of two same extracted fingerprint images, that is, Figure 1(b) is the same as Figure 1 (a). However, the values of the transforms' orders, q i , in the transverse lines were different from those of p i , but the variation ranges of p i and q i were the same one.
In the range of 0
by changing p i uniformly and randomly in different transverse lines of the extracted fingerprint image shown in Figure 1 (a), the ADs and PDs of the DFRTs were generated. Moreover, for the same extracted fingerprint image, under the same variation range of q i as p i (i.e., 0
) but the values of q i are different from those of p i (i.e., i i q p  ), the ADs and PDs of the DFRTs were generated. Then, the PV of the NCF between the two ADs or the two PDs could be obtained by use of Equation (3 Table 1 . As a result, it was found that the APVs of the NCFs of the PDs are extremely low in comparison with those of the ADs. The similar results were obtained for the 109 fingerprint images which were selected one by one from other 109 fingertips in the database used in the FVC 2002. Therefore, as the fingerprint templates, it was found that the PDs of the DFRTs, the DFCTs, or the DFSTs might be appropriate quantitatively in comparison with the ADs. Next, we considered the case of two different extracted fingerprint images, i.e., the case of two different fingertips in the same person or two different persons. However, the transforms' orders, p i and q i , in the transverse lines were completely equivalent to each other. This corresponds to the case that, in the fingerprint recognition system, the combination of the values of the transforms' orders in the transverse lines is always fixed for all fingerprint images.
In the range of
the extracted fingerprint image shown in Figure 1(a) , the PDs of the DFRTs were generated. Moreover, for the different extracted fingerprint image shown in Figure 1(b) , under the same condition of q i as p i , the PDs of the DFRTs were generated. Then, the PV of the NCF between the two PDs could be obtained. We repeated the above mentioned process 100 times by changing p i (=q i ), but did not change the two extracted fingerprint images, and finally, we obtained the APV of the NCFs between the PDs of the DFRTs as 0.613.
In a similar fashion, under the same conditions of p i (=q i ) and for the two different extracted fingerprint images shown in Figures 1(a) and 1(b) , we obtained the APVs of the NCFs between the PDs of the DFRTs, the DFCTs or the DFSTs. The results are summarized in Table 2 .
As a result, it was found that the APVs of the NCFs between the PDs of the DFRTs or the DFCTs become considerably high. On the contrary, the APVs of the NCFs between the PDs of the DFSTs become extremely low. The similar results were obtained for other 5,994 (= 110 C 2 -1) combinations of the two different extracted fingerprint images, which were obtained from 110 fingerprint images selected one by one from 110 fingertips in the database used in the FVC 2002. Therefore, we can say that the PDs of the DFSTs are the most appropriate template. In the next section, we will investigate the recognition accuracy of our templates which correspond to the PDs of the DFSTs with various transforms' orders in the transverse lines in the extracted fingerprint image. 
Recognition accuracy of our proposed templates
In this section, the recognition accuracy of our proposed fingerprint templates is investigated by use of the fingerprint images used in the FVC 2002. First, in subsection 5.1, the behavior of the PV of the NCF between the templates of two different fingerprint images is indicated. Next, the behavior of the PV of the NCF between the templates of the fingerprint images with and without random noise is also indicated. In subsection 5.3, the ROC curves are obtained, and finally, in subsection 5.4, the recognition accuracy of our proposed templates is derived on the basis of the MER [15] .
Behavior of the PV of the NCF between the templates of two different fingerprint images
First, in order to obtain the impostor distribution, we analyzed the frequency distribution of the PV of the NCF between templates of two extracted different fingerprint images. We used 110 fingerprint images which were selected one by one from 110 fingertips in the database used in the FVC 2002. Therefore, the total number of frequencies was 110 C 2 =5,995. . In Table 3 , the APVs and the SDPVs are summarized in cases of
. From this table, it was found that the APV takes the smallest value in case of
. However, the SDPV takes the smallest value in case of
. The condition that both of the APV and the SDPV take the smallest values is desired to achieve the high recognition accuracy. Therefore, we can say that the most suitable condition of p i (=q i ) in our template generating method cannot be decided only from the viewpoint of the impostor distribution.
Behavior of the PV of the NCF between the templates of the fingerprint images with and without random noise
Next, in order to obtain the genuine distribution, we analyzed the frequency distribution of the PV of the NCF between templates of the extracted fingerprint images with and without random noise. Specifically, 110 fingerprint images which had been used in the previous subsection were used. In addition, for each fingerprint image, 50 noise-added fingerprint images were also used. The noise is Gaussian random noise with zero average and the standard deviation of the normalized grayscale of 0.1. Therefore, the total number of frequencies was 5,500. . In Table 4 , the APVs and the SDPVs are summarized in cases of
. From this table, it was found that the APV takes the largest value in case of
. However, the SDPV takes the smallest value in case of 0 .
The condition that the APV takes the largest value and the SDPV takes the smallest value is desired to achieve the high recognition accuracy. Therefore, we can say that the most suitable condition of p i in our template generating method cannot be decided only from the viewpoint of the genuine distribution
ROC curve
As an example, in case of
, the impostor and genuine distributions could be obtained from Figures 3(a) and 3(b) by fitting the normalized Gaussian distributions. Figure 4 shows the result. The left-side and right-side curves correspond to the impostor and genuine distributions, respectively. By changing the threshold level corresponding to the PV, the ROC curve could be obtained as shown in Figure  5 (a). The results in cases of 3(a) and 3(b) , respectively. PDF means the probability density function.
MER
From the ROC curves shown in Figure 5 , we can obtain the MERs. In Table 5 , the MERs are summarized in cases of 0
. From this is the most suitable condition of p i and q i in our template generating method, and our templates can realize the extremely high recognition accuracy, because the smallest values of the FARs and the FRRs of the commercially available fingerprint recognition systems are 0.001% and 0.1%, respectively, as summarized in Table 2 in [19] .
Robustness of our proposed templates
In this section, the robustness of our proposed fingerprint templates is analyzed by use of the 110 fingerprint images which were used in the previous section. First, for each fingerprint image, 50 templates were generated by changing p i in different transverse lines of the image in
. Therefore, we investigated 5,500 cases. Next, the inverse DFSTs (IDFSTs) of the generated templates were performed under the same values of p i which were used in the generating process of the templates. This condition of p i was assumed to be the most serious case that an adversary could get both the template itself and the information about the transforms' orders, p i . Finally, we derived the APV and the SDPV of the NCFs between the input data of the DFSTs of the fingerprint images and the obtained IDFST data. As an example, Figure 6(a) shows the input data of the DFST of the fingerprint image shown in Figure 1 (a) and Figure 6(b) shows an example of the fingerprint template, i.e., the PDs of the DFSTs. Figure 6(c) shows the obtained IDFST data.
As a result, the APV and the SDPV for 5,500 templates were , respectively. For other ranges of p i , the APVs and the SDPVs were also obtained and are summarized in Table 6 . From this table, it was understood that our templates could not be easily restored to the original input data because the APVs of the NCFs are extremely small. In this way, it was found that our proposed fingerprint templates have fully high robustness.
Conclusions
In this paper, we have proposed a new method for generating fingerprint templates with high recognition accuracy and high security by use of the DFST. Specifically, the fingerprint template corresponds to the PDs of the DFSTs with different transforms' orders for the grayscale distributions in different transverse lines of the original fingerprint image. As a result, it was made clear that (i) the recognition accuracy of our fingerprint templates is extremely high, i.e., MER= ; (ii) the robustness, i.e., the security, of our templates is also extremely high.
As a further study, the effects of the misalignment in the recognition process should be analyzed in detail.
